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Abstract	
Corporate	 governance	 is	 an	 essential	mechanism	 for	 ensuring	 transparency,	 accountability,	 responsible	
management	and	protection	of	stakeholder	 interests.	 In	 India,	 the	corporate	governance	 framework	has	
developed	 significantly	 through	 the	 Companies	 Act,	 2013,	 securities	 regulations	 administered	 by	 the	
Securities	 and	 Exchange	 Board	 of	 India	 (SEBI),	 judicial	 decisions	 and	 recommendations	 of	 expert	
committees.	 However,	 technological	 development	 has	 transformed	 the	 manner	 in	 which	 corporations	
communicate	with	investors,	shareholders,	consumers	and	other	stakeholders.	
Social	media	and	digital	communication	have	become	important	instruments	of	corporate	communication,	
investor	relations	and	stakeholder	engagement.	At	the	same	time,	they	have	created	new	governance	risks	
relating	 to	 misinformation,	 selective	 disclosure,	 insider	 trading,	 cybersecurity,	 data	 privacy,	 market	
manipulation	and	reputational	harm.	The	emergence	of	artificial	intelligence	and	deepfake	technology	has	
further	increased	the	complexity	of	digital	corporate	governance.	
This	article	examines	 the	evolution	of	 corporate	governance	 in	 India	and	evaluates	 the	adequacy	of	 the	
existing	legal	framework	in	addressing	contemporary	digital	challenges.	Particular	attention	is	given	to	the	
Companies	 Act,	 2013,	 SEBI	 regulations,	 the	 Information	 Technology	Act,	 2000	 and	 the	Digital	 Personal	
Data	 Protection	 Act,	 2023.	 The	 article	 argues	 that	 while	 India	 possesses	 a	 substantial	 corporate	
governance	framework,	regulation	of	digital	corporate	conduct	remains	fragmented.	Effective	governance	
in	 the	 digital	 age	 requires	 integration	 of	 corporate	 law,	 securities	 regulation,	 cybersecurity,	 data	
protection,	technological	oversight	and	ethical	responsibility.	The	article	concludes	with	recommendations	
for	 strengthening	 board-level	 digital	 governance	 and	 developing	 clearer	 regulatory	 standards	 for	
corporate	communication	through	digital	platforms.	
Keywords:	 Corporate	 Governance,	 Companies,	 SEBI,	 Digital	 Governance,	 social	 media,	 Investor	
Protection,	Cyber	security,	Artificial	Intelligence,	Data	Protection.	
	
1.	INTRODUCTION	
					Corporate	governance	refers	broadly	to	the	system	through	which	corporations	are	directed	and	
controlled.	 It	regulates	the	relationship	between	the	board	of	directors,	management,	shareholders	
and	other	stakeholders	and	establishes	mechanisms	for	accountability,	transparency	and	responsible	
corporate	 decision-making.1	 The	 importance	 of	 corporate	 governance	 increased	 substantially	with	

 
1Organisation	for	Economic	Co-operation	and	Development,	G20/OECD	Principles	of	Corporate	Governance	(OECD	Publishing,	
2023);	 Committee	 on	 the	 Financial	 Aspects	 of	 Corporate	 Governance,	 Report	 of	 the	 Committee	 on	 the	 Financial	 Aspects	 of	
Corporate	 Governance	 (Cadbury	 Report,	 1992).	 The	 reference	 material	 identifies	 corporate	 governance	 as	 a	 mechanism	
balancing	 managerial	 autonomy	 and	 accountability	 through	 regulation,	 fiduciary	 obligations,	 independent	 oversight	 and	
disclosure.		
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the	growth	of	large	corporations	and	the	separation	of	ownership	from	control.	Where	ownership	is	
distributed	 among	 numerous	 shareholders	 while	 control	 is	 exercised	 by	 professional	 managers,	
mechanisms	are	necessary	to	prevent	misuse	of	managerial	power	and	protect	investors.	
Modern	 corporate	 governance	 is	 therefore	 not	 limited	 to	 financial	 performance.	 It	 incorporates	
transparency,	accountability,	ethical	management,	 independent	oversight,	stakeholder	participation	
and	 long-term	 sustainability.	 The	 development	 of	 stakeholder	 theory	 has	 further	 expanded	 the	
governance	 framework	by	 recognising	 the	 interests	 of	 employees,	 creditors,	 consumers,	 suppliers,	
communities	and	society	in	addition	to	shareholders.	
Corporate	 scandals	 have	 historically	 played	 an	 important	 role	 in	 the	 development	 of	 governance	
regulation.	 International	 failures	 such	 as	 Enron,	WorldCom	 and	 Parmalat	 exposed	 weaknesses	 in	
financial	reporting,	auditing	and	board	supervision.	 In	 India,	 the	Satyam	scandal	demonstrated	the	
consequences	 of	 inadequate	 internal	 controls,	 fraudulent	 financial	 reporting	 and	 ineffective	
governance.	 Subsequent	 concerns	 involving	 institutions	 such	 as	 IL&FS	 and	 DHFL	 further	
demonstrated	the	continuing	importance	of	effective	board	oversight	and	risk	management.	
India	 responded	 through	 a	 series	 of	 regulatory	 and	 legislative	 reforms.	 The	 Companies	 Act,	 2013	
substantially	 strengthened	 directors'	 duties,	 independent	 directors,	 board	 committees,	 financial	
disclosures,	 related-party	 transaction	 regulation	 and	 other	 governance	 mechanisms.	 SEBI	 also	
developed	 a	 detailed	 governance	 regime	 applicable	 to	 listed	 companies	 through	 the	 Listing	
Obligations	and	Disclosure	Requirements	Regulations,	2015	and	 the	Prohibition	of	 Insider	Trading	
Regulations,	2015.	
The	corporate	environment,	however,	has	undergone	another	transformation	through	digitalisation.	
Corporations	 increasingly	 communicate	 through	 websites,	 social-media	 platforms,	 online	 investor	
meetings	 and	 digital	 channels.	 Information	 that	 previously	 required	 formal	 announcements	 or	
traditional	media	can	now	reach	millions	of	persons	within	minutes.	
This	 development	 presents	 both	 an	 opportunity	 and	 a	 risk.	 Digital	 platforms	 can	 enhance	
transparency	and	stakeholder	participation,	but	they	can	also	facilitate	rapid	dissemination	of	false	
or	incomplete	information.	An	unauthorised	disclosure	of	price-sensitive	information	through	social	
media	 may	 affect	 securities	 markets	 before	 formal	 disclosure	 takes	 place.	 Cyberattacks	 can	
compromise	confidential	corporate	information,	while	artificial	intelligence	can	be	used	to	generate	
convincing	false	statements	or	deepfake	videos.	
The	 central	 issue	 is	 therefore	 whether	 India's	 existing	 corporate	 governance	 framework	 is	
sufficiently	capable	of	dealing	with	these	technological	developments.	
2.	OBJECTIVES	AND	METHODOLOGY	
					The	 principal	 objectives	 of	 this	 article	 are	 to	 examine	 the	 concept	 and	 evolution	 of	 corporate	
governance,	analyse	the	Indian	legal	framework,	examine	the	influence	of	digital	communication	on	
corporate	 governance,	 identify	 emerging	 legal	 challenges	 and	 suggest	 appropriate	 regulatory	
reforms.	
The	 article	 adopts	 a	 doctrinal	 and	 analytical	 methodology.	 It	 primarily	 examines	 statutory	
provisions,	 regulatory	 frameworks,	 judicial	 decisions,	 committee	 reports	 and	 relevant	 academic	
literature.	The	principal	legal	instruments	considered	are	the	Companies	Act,	2013,	SEBI	Act,	1992,	
SEBI	 (Listing	 Obligations	 and	 Disclosure	 Requirements)	 Regulations,	 2015,	 SEBI	 (Prohibition	 of	
Insider	 Trading)	 Regulations,	 2015,	 Information	 Technology	 Act,	 2000	 and	 Digital	 Personal	 Data	
Protection	 Act,	 2023.	 The	 underlying	 research	 similarly	 adopts	 an	 analytical	 approach	 to	 the	
interaction	between	corporate	 law,	 securities	 regulation,	and	 information	 technology	 law	and	data	
protection.2	
	
3.	EVOLUTION	AND	PRINCIPLES	OF	CORPORATE	GOVERNANCE	

 
2The	underlying	research	identifies	the	Companies	Act,	2013,	SEBI	Act,	1992,	LODR	Regulations,	PIT	Regulations,	Information	
Technology	Act,	2000	and	Digital	Personal	Data	Protection	Act,	2023	as	the	principal	legal	instruments	relevant	to	the	study.		
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					The	theoretical	foundation	of	corporate	governance	can	be	traced	to	the	separation	of	ownership	
and	 control	 identified	 by	 Adolf	 Berle	 and	 Gardiner	 Means.	 Their	 analysis	 demonstrated	 that	
shareholders	of	 large	corporations	may	possess	ownership	rights	without	exercising	direct	control	
over	 corporate	affairs.	Professional	managers	and	directors	may	consequently	exercise	 substantial	
power	over	corporate	resources.	
Agency	 theory	 subsequently	 developed	 this	 problem	 by	 conceptualising	 managers	 as	 agents	 of	
shareholders.	 Information	 asymmetry	 and	 divergent	 interests	 may	 result	 in	 managerial	 decisions	
that	 do	 not	 necessarily	 advance	 the	 interests	 of	 the	 corporation	 or	 its	 shareholders.	 Independent	
directors,	 audits,	 disclosure	 requirements	 and	 shareholder	 participation	 are	 therefore	 important	
governance	mechanisms.3	
The	concept	has	subsequently	expanded	beyond	the	shareholder-manager	relationship.	Stakeholder	
theory	 recognises	 that	 corporate	 decisions	 affect	 a	 broader	 group	 of	 persons	 and	 institutions.	
Modern	 governance	 accordingly	 incorporates	 ethical	 business	 conduct,	 sustainability	 and	
stakeholder	interests.	
The	principal	principles	of	corporate	governance	may	be	summarised	as	follows:	
Transparency	requires	accurate	and	timely	disclosure	of	relevant	corporate	information.	
Accountability	 requires	 directors	 and	 management	 to	 answer	 for	 corporate	 decisions	 and	
performance.	
Fairness	requires	equitable	treatment	of	shareholders	and	protection	against	abusive	conduct.	
Independence	 requires	 objective	 supervision	 of	 management,	 particularly	 through	 independent	
directors	and	board	committees.	
Responsibility	requires	corporate	decision-making	to	comply	with	law	and	ethical	standards.	
These	principles	remain	valid	in	the	digital	age.	What	has	changed	is	the	environment	in	which	they	
must	operate.	Transparency	 today	 includes	digital	disclosure;	accountability	 includes	 technological	
risk	management;	and	responsible	governance	includes	cyber	security	and	data	protection.	
4.	CORPORATE	GOVERNANCE	FRAMEWORK	IN	INDIA:	
4.1	Companies	Act,	2013	
					The	Companies	Act,	2013	constitutes	the	principal	statutory	foundation	of	corporate	governance	
in	 India.	 It	 strengthened	 the	 responsibilities	 of	 directors	 and	 introduced	 several	 institutional	
mechanisms	 intended	 to	 promote	 accountability	 and	 transparency.	 These	 include	 provisions	
concerning	independent	directors,	audit	committees,	nomination	and	remuneration	committees,	vigil	
mechanisms,	 related-party	 transactions,	 internal	 financial	 controls	 and	 corporate	 social	
responsibility.	 The	 significance	 of	 the	 Act	 extends	 to	 digital	 corporate	 governance	 because	 its	
fundamental	principles	are	not	restricted	to	physical	communication.	Directors'	fiduciary	obligations	
and	duties	of	care	apply	irrespective	of	whether	corporate	conduct	occurs	through	conventional	or	
digital	channels.	
4.2	Independent	Directors	
					Section	 149	 read	with	 Schedule	 IV	 of	 the	 Companies	 Act	 establishes	 the	 framework	 relating	 to	
independent	 directors.	 Independent	 directors	 are	 intended	 to	 provide	 objective	 oversight	 and	
protect	the	interests	of	the	company	and	minority	shareholders.	Their	importance	has	increased	with	
technological	 development.	 Cyber	 security	 failures,	 digital	 fraud,	 data	 breaches	 and	 misleading	
online	 communication	 can	 materially	 affect	 a	 company.	 Independent	 directors	 therefore	 require	
sufficient	 understanding	 of	 technological	 risks	 to	 meaningfully	 discharge	 their	 oversight	
responsibilities.	
	
4.3	Duties	of	Directors	

 
3Michael	 C.	 Jensen	 and	 William	 H.	 Meckling,	 “Theory	 of	 the	 Firm:	 Managerial	 Behavior,	 Agency	 Costs	 and	 Ownership	
Structure”	(1976)	Journal	of	Financial	Economics.		
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					Section	166	codifies	important	duties	of	directors.	Directors	are	required	to	act	in	accordance	with	
the	articles,	exercise	due	and	reasonable	care,	skill	and	diligence,	act	in	good	faith	and	avoid	conflicts	
of	 interest	 and	 undue	 personal	 advantage.4	 These	 duties	 have	 considerable	 relevance	 to	 digital	
governance.	Where	a	company	faces	material	cyber	security	risks	or	maintains	inadequate	controls	
over	official	digital	communication,	 the	board	cannot	necessarily	treat	those	matters	as	exclusively	
operational.	Appropriate	board	oversight	is	part	of	responsible	corporate	governance.	
4.4	SEBI	Regulatory	Framework	
					SEBI	plays	a	central	role	in	maintaining	securities-market	integrity	and	protecting	investors.	The	
SEBI	 (LODR)	 Regulations,	 2015	 establish	 important	 disclosure	 and	 governance	 requirements	 for	
listed	entities,	while	the	SEBI	(PIT)	Regulations,	2015	seek	to	prevent	misuse	of	unpublished	price-
sensitive	information.	
Digital	 communication	 makes	 these	 regulations	 increasingly	 significant.	 Corporate	 information	
communicated	through	social-media	accounts	can	influence	investor	behaviour	and	securities	prices.	
Consequently,	 companies	 must	 ensure	 that	 digital	 communications	 do	 not	 undermine	 statutory	
disclosure	requirements	or	facilitate	selective	disclosure.	
5.	DIGITAL	TRANSFORMATION	OF	CORPORATE	GOVERNANCE	
					Social	 media	 has	 changed	 the	 traditional	 relationship	 between	 corporations	 and	 stakeholders.	
Companies	 increasingly	 use	 LinkedIn,	 X,	 Facebook,	 Instagram,	 YouTube	 and	 other	 platforms	 for	
corporate	 announcements,	 investor	 communication,	 customer	 interaction,	 recruitment,	 crisis	
management	and	ESG	communication.	
The	 principal	 advantage	 is	 speed	 and	 accessibility.	 A	 company	 can	 communicate	 directly	 with	
stakeholders	without	 depending	 entirely	 upon	 traditional	media.	 Investors	 can	 access	 information	
almost	 instantaneously,	 and	 corporations	 can	 respond	 to	 concerns	 in	 real	 time.	 Digital	
communication	can	therefore	strengthen	transparency	and	stakeholder	engagement.	However,	speed	
also	creates	governance	risks.	
The	fundamental	distinction	between	communication	and	disclosure	must	be	preserved.	Not	every	
social-media	post	 is	 necessarily	 a	 statutory	disclosure.	However,	where	 a	 communication	 contains	
material	 information	 capable	 of	 influencing	 investors	 or	 securities	 prices,	 the	 company	 must	
consider	its	obligations	under	applicable	securities	regulations.	
Similarly,	 social	 media	 may	 strengthen	 shareholder	 activism	 by	 allowing	 investors	 to	 express	
concerns	publicly	and	mobilise	other	stakeholders.	While	this	can	improve	corporate	accountability,	
online	campaigns	may	also	be	based	on	incomplete	or	inaccurate	information.	
The	 digital	 environment	 therefore	 creates	 a	 governance	 paradox:	 the	 same	 technology	 that	
increases	transparency	can	also	magnify	misinformation.	
6.	EMERGING	LEGAL	CHALLENGES	
6.1	Misinformation	and	False	Corporate	Statements:	
					False	 information	 can	 spread	 rapidly	 through	 social-media	 platforms.	 A	 misleading	 statement	
regarding	 financial	 performance,	 acquisition	plans,	 regulatory	 approvals	 or	management	decisions	
may	influence	investors	before	its	accuracy	is	verified.	
Companies	 should	 therefore	 establish	 procedures	 for	 verifying	 official	 communications	 before	
publication.	 The	 underlying	 research	 identifies	 misinformation	 and	 misleading	 corporate	
communication	as	important	emerging	governance	concerns.	
6.2	Selective	Disclosure	and	Insider	Trading:	
					The	 risk	 of	 selective	 disclosure	 is	 particularly	 serious	 for	 listed	 companies.	 An	 executive	 may	
inadvertently	 reveal	 information	 concerning	 an	 acquisition,	 financial	 result	 or	 major	 corporate	
development	through	an	interview,	social-media	post	or	other	digital	communication	before	formal	
disclosure.	

 
4Companies	Act,	2013,	 s.	166.	The	 statutory	duties	 include	acting	 in	good	 faith,	 exercising	due	 care,	 skill	 and	diligence	and	
avoiding	conflicts	and	undue	advantage.		
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The	 problem	 is	 not	 limited	 to	 intentional	 insider	 trading.	 Poor	 internal	 controls	 may	 result	 in	
accidental	 disclosure	 of	 UPSI.	 Corporate	 governance	 therefore	 requires	 clearly	 defined	 authorised	
communication	channels	and	appropriate	pre-publication	controls.	
6.3	Cyber	security:	
					Cyber	 security	 has	 become	 a	 core	 corporate-governance	 issue.	 A	 cyberattack	 can	 compromise	
confidential	information,	interrupt	business	operations	and	damage	investor	confidence.Boards	must	
therefore	 understand	 the	material	 cyber	 risks	 faced	 by	 the	 corporation	 and	 ensure	 that	 adequate	
internal	 controls,	 incident-response	mechanisms	 and	 business-continuity	measures	 exist.	 Treating	
cybersecurity	exclusively	as	an	IT	function	may	result	in	inadequate	board-level	oversight.	
6.4	Data	Protection	
					Corporations	 increasingly	 collect	 and	 process	 personal	 information	 concerning	 customers,	
employees	 and	 other	 stakeholders.	 Data	 protection	 has	 consequently	 become	 an	 important	
governance	 issue.	 The	 Digital	 Personal	 Data	 Protection	 Act,	 2023	 represents	 an	 important	
component	 of	 India's	 emerging	 digital	 legal	 framework.	 Effective	 corporate	 governance	 requires	
appropriate	systems	for	data	collection,	processing,	security	and	accountability.	
6.5	Artificial	Intelligence	
					Artificial	 intelligence	 provides	 corporations	 with	 opportunities	 for	 automation,	 analytics,	 and	
compliance	 monitoring	 and	 improved	 decision-making.	 At	 the	 same	 time,	 it	 creates	 questions	
concerning	accuracy,	accountability,	transparency	and	bias.	A	corporation	cannot	completely	transfer	
responsibility	 to	 an	 algorithm.	Where	AI	 is	used	 for	 significant	 corporate	 functions,	 there	must	be	
identifiable	human	responsibility	and	appropriate	oversight.	
6.6	Deepfake	Technology:	
					Deepfake	 technology	 creates	 an	 emerging	 threat	 to	 corporate	 communication.	 Artificially	
generated	 audio	 or	 video	 can	 falsely	 depict	 a	 director	 or	 chief	 executive	 making	 a	 statement	
concerning	the	company's	financial	condition	or	future	plans.	
The	 potential	 consequences	 are	 significant	 because	 market	 participants	 may	 react	 before	
authenticity	 can	 be	 established.	 Corporate	 governance	 must	 therefore	 include	 mechanisms	 for	
authenticating	official	communications	and	rapidly	correcting	fraudulent	information.	
7.	ADEQUACY	OF	THE	EXISTING	FRAMEWORK	
					India	 has	 a	 substantial	 corporate	 governance	 framework.	 The	 difficulty	 is	 not	 the	 complete	
absence	of	regulation	but	its	fragmented	nature.	
Corporate	 governance	 is	 principally	 regulated	 by	 the	 Companies	 Act	 and	 SEBI	 regulations.	 Digital	
conduct	 additionally	 intersects	 with	 information	 technology	 and	 data-protection	 laws.	 Different	
institutions	consequently	regulate	different	components	of	corporate	activity.	
This	creates	potential	uncertainty	when	a	single	digital	event	involves	several	legal	dimensions.	For	
example,	 an	 unauthorised	 disclosure	 of	 UPSI	 through	 a	 corporate	 social-media	 account	 may	
simultaneously	 raise	questions	concerning	securities	 regulation,	directors'	duties,	 internal	 controls	
and	corporate	accountability.	
Similarly,	a	cyberattack	involving	personal	data	may	implicate	corporate	governance,	cybersecurity	
and	 data	 protection.The	 existing	 framework	 is	 therefore	 capable	 of	 addressing	 many	 forms	 of	
misconduct,	but	emerging	technologies	create	situations	for	which	specific	regulatory	guidance	may	
be	 desirable.	 The	 underlying	 study	 similarly	 concludes	 that	 Indian	 law	 is	 substantial	 but	 only	
partially	adequate	to	address	contemporary	digital	governance	challenges.The	appropriate	response	
should	 not	 necessarily	 be	 the	 enactment	 of	 an	 entirely	 separate	 corporate-governance	 statute.	
Excessive	regulation	could	inhibit	legitimate	technological	innovation.	A	better	approach	would	be	to	
strengthen	existing	frameworks	with	technology-neutral	principles	and	specific	regulatory	guidance	
where	genuine	gaps	exist.	
8.	CONCLUSION	
					Corporate	 governance	 has	 evolved	 from	 a	 mechanism	 primarily	 concerned	 with	 controlling	
managerial	 power	 into	 a	 comprehensive	 system	 of	 transparency,	 accountability,	 ethical	 conduct,	
investor	 protection	 and	 stakeholder	 responsibility.	 India	 has	 developed	 a	 substantial	 governance	
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framework	 through	 the	 Companies	 Act,	 2013,	 SEBI	 regulations,	 judicial	 decisions	 and	 related	
legislation.	
The	 digital	 transformation	 of	 corporate	 activity,	 however,	 has	 altered	 the	 environment	 in	 which	
these	 principles	 operate.	 Social	 media	 has	 improved	 accessibility,	 transparency	 and	 stakeholder	
engagement,	 but	 has	 simultaneously	 increased	 the	 risks	 of	 misinformation,	 selective	 disclosure,	
insider	trading	and	reputational	damage.	Cybersecurity	and	data	protection	have	also	become	board-
level	governance	concerns.	
Artificial	 intelligence	 and	 deepfake	 technology	 present	 further	 challenges	 because	 they	 make	 the	
authenticity	 of	 corporate	 communication	 increasingly	 difficult	 to	 establish.	 These	 developments	
demonstrate	that	corporate	governance	cannot	remain	confined	to	traditional	boardroom	processes.	
The	solution	is	not	to	restrict	technological	innovation	but	to	ensure	that	technological	development	
occurs	 within	 an	 accountable	 governance	 structure.	 Companies	 should	 adopt	 board-level	 digital	
governance	 policies,	 strengthen	 internal	 controls,	 improve	 cybersecurity	 preparedness,	 regulate	
digital	disclosure	and	establish	appropriate	mechanisms	for	AI	governance	and	deepfake	response.	
Ultimately,	the	principles	of	corporate	governance	remain	constant,	but	their	application	must	
evolve	with	 technology.	 Transparency	must	 include	 responsible	 digital	 disclosure;	 accountability	
must	 include	 technological	 oversight;	 and	 risk	 management	 must	 encompass	 cybersecurity,	 data	
protection	and	artificial	intelligence.	
India	 therefore	 requires	 a	 coordinated	 and	 technology-neutral	 approach	 that	 integrates	 company	
law,	 securities	 regulation	and	digital	 governance.	Effective	 corporate	 governance	 in	 the	digital	 age	
will	depend	not	merely	upon	additional	legislation,	but	upon	the	ability	of	boards,	management	and	
regulators	 to	 combine	 technological	 competence	 with	 the	 traditional	 values	 of	 transparency,	
integrity,	accountability	and	investor	protection	
9.	RECOMMENDATIONS	
9.1	Board-Approved	Digital	Communication	Policies	
					Listed	companies	should	adopt	comprehensive	digital	communication	policies	approved	by	their	
boards.	Such	policies	should	 identify	authorised	communication	channels,	spokespersons,	approval	
procedures	and	mechanisms	for	handling	material	information.	
9.2	Stronger	UPSI	Controls	
					Corporate	compliance	systems	should	specifically	address	digital	communication.	Employees	and	
senior	 executives	 should	 be	 trained	 to	 recognise	 that	 informal	 online	 statements	 can	 potentially	
constitute	disclosure	of	sensitive	information.	
9.3	Board-Level	Cybersecurity	Oversight	
					Cybersecurity	 should	 be	 treated	 as	 an	 enterprise-level	 governance	 issue.	 Boards	 should	
periodically	 review	 cybersecurity	 preparedness,	 material	 cyber	 risks	 and	 incident-response	
mechanisms.	
9.4	AI	Governance	
					Companies	 using	 AI	 for	 significant	 corporate	 functions	 should	 establish	 clear	 accountability	
mechanisms,	human	oversight	and	audit	procedures.	
9.5	Deepfake	Response	Mechanisms	
					Companies	 should	 maintain	 verified	 official	 communication	 channels	 capable	 of	 authenticating	
corporate	 statements.	 Rapid-response	 mechanisms	 should	 be	 established	 for	 fraudulent	 digital	
communications.	
9.6	Digital	Record	Preservation	
					Companies	 should	 preserve	 relevant	 electronic	 communications	 and	 corporate	 digital	 records.	
Proper	 preservation	 can	 assist	 regulatory	 investigations,	 shareholder	 disputes	 and	 judicial	
proceedings.	
9.7	Director	Training	
					Directors,	 particularly	 independent	 directors,	 should	 receive	 periodic	 training	 concerning	
cybersecurity,	data	protection,	AI	and	digital	disclosure	obligations.	The	research	material	similarly	
emphasises	capacity	building	and	continuous	training	as	important	elements	of	digital	governance.	
9.8	Regulatory	Guidance	
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					SEBI	 and	 other	 competent	 authorities	 should	 consider	 issuing	 clearer	 guidance	 concerning	
corporate	 communication	 through	 social-media	 platforms,	 particularly	 in	 relation	 to	 material	
information,	 selective	disclosure	and	 correction	of	 inaccurate	 statements.	The	underlying	 research	
recommends	 board-approved	 social-media	 policies	 and	 clearer	 standards	 concerning	 digital	
disclosures	and	record	preservation.	
10.	JUDICIAL	APPROACH	
					Indian	 courts	 have	 contributed	 substantially	 to	 the	 development	 of	 corporate	 governance	
principles.	In	Needle	Industries	(India)	Ltd.	v.	Needle	Industries	Newey	(India)	Holding	Ltd.,	the	
Supreme	Court	examined	the	exercise	of	corporate	powers	and	shareholder	interests.5	
In	Dale	and	Carrington	Investment	(P)	Ltd.	v.	P.K.	Prathapan,	the	Supreme	Court	considered	the	
exercise	of	directors'	powers	and	reinforced	the	principle	that	corporate	powers	must	be	exercised	
for	proper	purposes.6	
In	N.	Narayanan	v.	Securities	and	Exchange	Board	of	 India,	 the	Supreme	Court	emphasised	 the	
importance	 of	 transparency,	 accountability	 and	 investor	 protection	 in	 the	 securities	 market	 and	
recognised	the	seriousness	of	corporate	fraud	and	market	manipulation.7	
Similarly,	Sahara	India	Real	Estate	Corporation	Ltd.	v.	Securities	and	Exchange	Board	of	India	
reaffirmed	 the	 importance	 of	 SEBI's	 regulatory	 role	 in	 protecting	 investors	 and	 maintaining	 the	
integrity	of	securities	markets.8	
Indian	 jurisprudence	 specifically	 concerning	 social-media	 governance	 remains	 comparatively	
limited.	 Nevertheless,	 established	 principles	 concerning	 corporate	 accountability,	 disclosure,	
fiduciary	duties	and	investor	protection	can	provide	the	foundation	for	dealing	with	digital	corporate	
conduct.	 The	 technological	 form	 of	 communication	 does	 not	 necessarily	 eliminate	 the	 legal	
consequences	attached	to	the	underlying	conduct.	
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